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    Mediate

What is in this package? For an adopter reading the dependency.
The port and everything that is the same for every adapter: the four functions an application calls, the Mediate.Adapter behaviour, the seam use Mediate.Repo and its schema declarations, the events, and the configuration. The suites that hold an adapter to those are mediate_conformance, which an adapter author takes in the test environment. The Mediate moduledoc says when to use each call, and Design says why each part has its shape. Mediate.DependenciesTest asserts the runtime dependencies.


  

    Design

Why is Mediate shaped this way, and what did it reject? For a reader who wants to change the shape.
Each entry is one decision, the alternative it rejected, and why. The moduledocs say what each thing does, and docs/conformance.md says what a test asserts.
What the library is not
	The library emits records and stores nothing. A store in a library package, a table or a log, was the alternative. A consumer attaches a handler and owns the record, so retention, protection, and review of the record are the deployer's.
	The seam is not a reference monitor. A claim that every access passes through it was the alternative. The seam sees repo calls and nothing else, and no control in the baseline asks for a reference monitor.
	Each tool enforces what it can see. The seam sees repo calls, the database sees rows, and a Credo check sees source. One tool that claims the others' ground was the alternative, and no test can hold it to that claim.
	The port is minimal by a measure. It carries what the example application needs plus what the conformance laws need. A port that anticipates a need was the alternative, and what neither reaches goes.

The port
	Four functions, and no fifth. A policy language of the library's own was the alternative. The mechanism belongs to the adapter, and the port belongs to the application.
	A decision is a struct the seam accepts. A boolean was the alternative. A boolean cannot carry the id, the version, and the subject the repo call must log under.
	scope returns a dynamic that can only narrow. A query the adapter builds was the alternative. A fragment the caller adds to a query it wrote cannot widen the query, and the scope-fidelity law holds the fragment to what check says.
	review asks scope once per subject under the reviewer's operation id. A review callback on the adapter was the alternative. An adapter that binds the subject at query time answers a review through the same callback, and the reviewer's own decision joins the subjects' under one id.
	Deny by default, fail closed. The port denies an operation no rule names, and denies when the adapter raises or reports its engine unreachable. An engine error passed to the caller was the alternative, and a caller that forgets to handle it allows.
	A bad call raises, and a bad answer denies. An option that fails validation and a configuration that never booted are programmer errors, so they raise before the adapter runs. The decision event still fires, with verdict: nil and the exception, so no call goes unrecorded.
	The vocabulary is NIST SP 800-162's. Subject, object, operation, and environment. Actor, resource, action, and context were the alternative, and the assessor reads 800-162.
	Three subject kinds, refused before any adapter runs. A free atom was the alternative. A fixed list is what lets a decision event say that a privileged function ran.
	The environment is a map the caller fills, with now stamped from the configured clock. A clock in each adapter was the alternative. One clock lets a test set the moment and lets every adapter agree on it.

The seam
	A mediated repo refuses a call that carries no decision and no exemption. A mode that logs and does not raise was the alternative. An unmediated call is an unlogged access, and a log a flag can silence is not complete.
	The refusal raises. An error value was the alternative. An unmediated call is a programmer error, and a correct program never reaches it on the request path.
	The seam judges the root source. Judging every joined source was the alternative. The root's decision covers the associations the schema declares with carries/1, and a joined source it does not carry fails the query.
	A bulk write to an audited schema is refused. An event per row was the alternative. One statement that changes many rows gives the seam no old value, and an event built from a guess is not a record.
	An upsert on a fact schema is refused. A change event that says insert or update was the alternative. RETURNING cannot say which rows were inserts and which were updates.
	Exemptions are named and recorded. A silent bypass was the alternative. A declared exemption carries a reason and the caller. The owner-role repo needs none, because it is the library's own channel and records nothing.
	Declarations live on the schema. A registry module was the alternative. use Mediate.Schema compiles each declaration to a clause of __mediate__/1, so the seam and every adapter read one source.
	An adapter extends the seam through around_query/3. A hook per bucket was the alternative. One wrap around every mediated call is what row-level security needs to bind session settings, and no other adapter needs more.

The events
	Three events on the request path, and one per adapter for a policy version. One event with a kind field was the alternative. Three payloads with fixed fields let a consumer map each to its own record class without a branch.
	The change event fires inside the write's transaction. After commit was the alternative. Inside it, a consumer that writes to the same repository joins the transaction, and the record and the row commit together or not at all.
	The access event fires after the read returns. Before was the alternative, and the event carries the ids the read returned.
	No payload carries a class, category, or severity identifier. A payload that is an OCSF record was the alternative. Those identifiers move between schema versions and belong to the consumer.
	No payload carries a value the rule read from the world. The clearance and the marking in the event were the alternative. The controls ask for a record of the question and the answer, and an attribute value in the log is a second copy of a fact.
	A policy version carries the policy text by value under a cap, and a pointer above it. Text always, or a pointer always, were the alternatives. A reviewer reads a small policy in the event and a large one where it lives.

Packages and dependencies
	One package per adapter. One package with optional dependencies was the alternative. An adopter of one mechanism carries no other mechanism's dependencies.
	mediate has three runtime dependencies, and a test holds the count. The conformance suites are a package of their own, which an adapter author takes in the test environment. The suites in mediate was the alternative, and then an application that calls the port installs and starts a property-testing library.
	The test tools are an unpublished package. The cluster and the engine launchers in mediate was the alternative. A launcher starts an OS process, and an adapter package carries no dependency its users do not need.
	A sibling binds by path in a checkout of this repository and by requirement everywhere else. in_umbrella: true in the published mix.exs was the alternative, and Hex moves such a dependency to the excluded list, so the package reaches an adopter naming none of its siblings. flake.nix exports MEDIATE_UMBRELLA, each published mix.exs reads it, and mix mediate.package builds with it removed.
	Three interior places under each root. A free layout was the alternative. CONTRIBUTING.md names the places, and the structure test enforces them.
	Library packages ship migration helpers, and only thin applications carry migrations. An adapter package that carries the example's migrations names the example's domain, and an adapter is domain-free.
	Behaviours, not protocols. A behaviour's behaviour_info/1 enumerates its surface, and function_exported?/3 answers an optional callback at runtime. One build then serves every adapter.

Configuration
	Boot validates one struct and stores it in :persistent_term. A read of Application.get_env at each call was the alternative. One validated read at boot means no call on the request path finds a bad value.
	A test overrides through the process dictionary, and the resolver walks $callers. Application.put_env in tests was the alternative, and it serializes every test.
	An adapter validates its own options through options_schema/0. A schema per adapter inside mediate was the alternative, and it names each adapter in the core.

What a test may claim
	The surface is what a test can assert. A guarantee no test can reach is not a guarantee this repository makes.
	A decision lives in a module that a test can call directly. A module that touches the world does nothing else.
	Every adapter passes the same laws against its real engine. A fake engine was the alternative, and a fake proves the fake.
	Each law carries the controls it answers, as data. A mapping kept by hand was the alternative. The freeze test holds the table to docs/conformance.md row for row.
	Latency is printed and never asserted. An asserted number flaps, and a number no test asserts has no home in a document.
	Shape tests count queries and events, never time. Counts are exact in the sandbox and cannot flap.

What changes a decision
	A team asks for replay: a consumer that stores change events is the adopter's to write, outside this repository.
	A package passes eighty modules: the structure test grows a rule before the shape goes.
	The application wants durable audit at low volume: a consumer over Oban, still the adopter's.
	No test can show the seam covers some repo call: the enforcement moves to the data layer, as the Postgres adapter already does for writes.



  

    Controls

Which NIST line does each law, guarantee, and scenario answer? For an assessor.
The lines are NIST SP 800-53 Rev 5 controls as the FedRAMP Rev 5 Moderate baseline selects and parameterizes them. The selections and parameter values come from the OSCAL profile FedRAMP_rev5_MODERATE-baseline_profile.json, read on 2026-09-14 in the oscal-compass-lab mirror of GSA's fedramp-automation repository. The control text comes from the csf.tools mirror of the Rev 5 catalog. A control cited with an asterisk in docs/example.md is outside the baseline, and no control in the baseline asks for a reference monitor.
A law is a row of docs/conformance.md under "The laws", and a guarantee is a row under "The guarantees". A scenario is a row of docs/example.md under "The scenarios".
The parameters
	Parameter	Value	What it means here
	AU-2 au-02_odp.01	ends "For Web applications: all administrator activity, authentication checks, authorization checks, data deletions, data access, data changes, and permission changes"	authorization checks are the decision event. Data access is the access event. Data changes, deletions, and permission changes are the change event. Administrator activity is a decision or change whose subject kind is :privileged. Authentication checks are the application's, outside the library
	AU-3(1) au-03.01_odp	includes "characteristics that describe or identify the object or resource being acted upon"	every event carries the object type and the ids it acted on
	AC-2(4)	"Automatically audit account creation, modification, enabling, disabling, and removal actions"	a single-row write to a schema audited as :user emits one change event
	AC-6(9)	"Log the execution of privileged functions"	every decision for a :privileged subject carries that kind

The controls
	Control	Answered by
	AC-2, AC-2(4)	ac2-01
	AC-2(2), AC-2(3)	ac2-02
	AC-2(3), PS-5	ac2-03
	AC-2(7), AC-6(7)	ac2-04
	AC-2(13), PS-4	ac2-05
	AC-3	ac3-01
	AC-3	ac3-02
	AC-3	ac3-03
	AC-3	ac3-04
	AC-3	ac3-05
	AC-6(2)	ac6-01
	AC-6(9)	au2-01, for the subject of kind :privileged it denies
	AU-2	au2-01
	AU-2	au2-02
	AU-2	au2-03
	AU-3	au3-01
	AU-3	au3-02
	AU-3	au3-03
	AU-3(1)	au3-04
	AU-12, AC-2(4)	au12-01, E1
	AU-12	au12-02, E2
	AU-12	au12-03, E3
	AU-12	au12-04
	AU-12	au12-05
	AU-12	au12-06, E5
	AU-12	au12-07, one coverage test per adapter
	CM-3, CM-5	cm3-01
	CM-3(2)	cm3-02
	CM-5(1)	cm3-03
	CM-3(2)	cm3-04
	AC-5	sod-01 to sod-03, separation of duties in the example
	AC-6, AC-6(1), AC-6(5), AC-6(10)	lp-01 to lp-08, least privilege in the example
	IA-11	ia-01 to ia-03, re-authentication in the example
	AC-6(9), AU-6	ovr-01 to ovr-03, the audited override in the example

The consumer's lines
The library emits what these need, and the deployer's consumer satisfies them.
	Control	What the consumer does
	AC-2(1), AC-2(5), AC-2(9), AC-2(12)	Automates account management, logs out inactive sessions, manages shared accounts, and monitors for atypical use, over the change and decision events
	AU-6, AU-6(1), AU-6(3)	Reviews the records weekly and correlates across the audit stores
	AU-9, AU-9(4)	Protects the records and restricts access to them
	AU-11	Retains the records for the period M-21-31 sets
	CM-3(4), CM-5(5)	Puts a security representative on the change board and limits who can publish a version
	AU-5	Alerts on a handler failure, which telemetry reports as its own event

A row is complete when it names a law, a guarantee, a scenario, or a consumer responsibility, and the freeze test holds the law ids.


  

    Conformance

What must an adapter and a mediated repo satisfy? For someone who writes an adapter or binds a repo.
A law is one test in Mediate.Conformance.AdapterCase, named by a law id and one sentence. An adapter is conformant when every law passes against its real engine over a population it did not write. A law an adapter cannot run prints its reason and never skips in silence. Mediate.Conformance.Law.all/0 holds the table below as data, and the freeze test in mediate_conformance holds it to this document row for row.
The laws
	Id	Sentence	Controls
	ac2-01	A single-row write of an account through the seam emits one change event with the actor, the target, and the clearance before and after	AC-2, AC-2(4)
	ac2-02	By the configured clock and not the database's, a grant that expires one second later allows and one that expired one second earlier denies	AC-2(2), AC-2(3)
	ac2-03	When an account fact no longer satisfies the rule, the next check denies the subject with no other change	AC-2(3), PS-5
	ac2-04	Review answers every subject with exactly the objects check allows, and emits one decision per subject and one for the reviewer under one operation id	AC-2(7), AC-6(7)
	ac2-05	After a revocation the next check denies, and the test prints the latency from revocation to denial and never asserts it	AC-2(13), PS-4
	ac3-01	check agrees with the world's own rule for every subject, operation, and object drawn	AC-3
	ac3-02	The seam denies an ungranted object, an unknown operation, and an unknown subject, and denies an unknown subject kind before it calls the adapter	AC-3
	ac3-03	scope returns exactly the rows check allows for every protected schema, and a denied scope admits no row	AC-3
	ac3-04	scope over a thousand rows is one decision and one query beyond setup	AC-3
	ac3-05	An unreachable engine denies every call and emits one decision event per call that carries the exception	AC-3
	ac6-01	check allows the user that holds a grant and denies the privileged subject of the same account on the same object	AC-6(2)
	au2-01	Every authorize and check emits exactly one decision event with subject, kind, operation, object, verdict, reason, version, operation id, and time	AU-2, AC-6(9)
	au2-02	A denial's decision event carries the reason for it	AU-2
	au2-03	scope and review emit decisions with a scoped verdict	AU-2
	au3-01	No decision event carries a value the rule reads from the world	AU-3
	au3-02	A change event carries operation, kind, target, actor, time, operation id, and the old and new value of every fact column that changed	AU-3
	au3-03	An access event carries object type, ids, decision id, subject, operation id, and time	AU-3
	au3-04	The decision, change, and access events of one operation each carry its operation id and its decision id	AU-3(1)
	au12-01	A single-row write to an audited schema emits its change event inside the write's transaction	AU-12, AC-2(4)
	au12-02	A bulk write to an audited schema raises and changes nothing	AU-12
	au12-03	A write that goes around the seam emits nothing	AU-12
	au12-04	A write the database refuses leaves no row and no event	AU-12
	au12-05	The repo refuses an unmediated read or write of a protected schema	AU-12
	au12-06	Every mediated read of a protected schema emits one access event, and a read under an exemption emits none	AU-12
	cm3-01	When the adapter publishes a version, it emits its version event, and the version names its author and its approval	CM-3, CM-5
	cm3-02	A decision reports the version in force when the adapter took it, before and after the adapter publishes a new version	CM-3(2)
	cm3-03	A tightened rule is a policy version that names its artifact as content or as a pointer, and denies the reader it excludes	CM-5(1)
	cm3-04	After the adapter publishes a tightened rule, check denies the reader it excludes, and the test prints the propagation latency and never asserts it	CM-3(2)

Beside the laws, the template defines two more tests: the adapter declares its scope cap, and a single-row fact write is the write alone and one change event. au12-07, every column a rule reads is a declared fact, is one coverage test per adapter package whose rules read columns: Mediate.Rbac.Coverage, Mediate.Postgres.Coverage, and Mediate.Cerbos.Coverage. For OpenFGA the tuple mapping case stands in, because the mapping is the declaration. Each thin application runs its own coverage test too.
ac3-01, ac3-02, and ac3-03 are stream_data properties over populations Mediate.Conformance.Gen draws from the world. ac3-04 and the fact-write shape count queries and events, and the counts are exact in the sandbox. ac2-05 and cm3-04 write on the committed repo, poll until the first denial, and print the latency and its components.
The guarantees
A guarantee is one test in Mediate.Conformance.RepoCase, which every mediated repo passes. The case also holds the repo's exports to the surface the seam classifies, and asserts that every query, write, and raw function refuses a call on a protected schema that carries no decision. Mediate.Conformance.RepoCase.guarantees/0 holds this table as data, and the freeze test holds it to this document row for row.
	Id	Sentence
	E1	A single-row write to an audited schema emits one change event with every fact field that changed
	E2	A bulk write to an audited schema raises and emits nothing
	E3	A write that goes around the seam emits nothing
	E4	A consumer that writes to the same repository from its handler joins the write transaction
	E5	A mediated read of a protected schema emits one access event with its rows and its decision, and a read under an exemption emits none

Running the suite against your adapter
An adapter outside this repository supplies its own Mediate.Conformance.World, its own repo, its own Postgres, and the artifacts its mechanism needs. The Mediate.Conformance.AdapterCase moduledoc has the options and what each adapter in this repository passes. The Mediate.Conformance.RepoCase moduledoc has the rows: module a repo supplies. The template reads nothing else.
Words
	Attribute, fact. A value about a subject or object that a rule can test, declared on a schema with fact/2.
	Grant. A row that gives a subject a role on an object, declared with relationship/1.
	Fail closed. No, when the system cannot decide.
	Scope fidelity. scope returns exactly the rows check allows.
	Consumer. The handler the deployer attaches to the events, which writes the record.
	Revocation latency. The time from a revoked fact to the first denial, printed and never asserted.
	Shape test. A test that counts queries and events, never time.
	Thin application. The binding of one domain to one adapter.
	Protected schema. A schema that declares an object type, which the seam refuses to read or write without a decision.



  

    The events

What does each telemetry event carry, and when does it fire? For someone writing a consumer.
Three events fire on the request path, and one fires per adapter when the adapter deploys a policy version. The library publishes every one and stores none. A consumer attaches a handler and writes the record in the format it chooses. Every event of one operation shares one operation_id, which the caller passes in opts or the port makes.
	Event	When
	[:mediate, :decision]	after each port call, whatever the verdict
	[:mediate, :change]	inside the write's transaction, for each single-row write to an audited schema
	[:mediate, :access]	after each mediated read of a protected schema returns
	[:mediate, <adapter>, :policy_version]	when the adapter deploys a version

Decision
The port publishes it after every authorize, check, scope, and review. review publishes one decision per subject and one for the reviewer over {type, nil}. The one measurement is duration, in microseconds.
	Field	Type	Meaning
	subject, subject_kind	{kind, id}, atom	the subject, and :user, :non_person_entity, or :privileged
	operation	atom	the operation asked about
	object	{type, id}	the id is nil for scope and review
	verdict	:allow, :deny, :scoped, or nil	nil when the call raised
	reason	atom or nil	one of Mediate.Answer.reasons/0, and nil when the call raised
	decider, version	module, string or nil	the adapter, and its policy version
	env	map	the environment as the caller gave it, with now stamped from the configured clock
	exception	exception or nil	what the call raised, when it raised
	decision_id	string or nil	the Mediate.Decision id the access and change events name
	time, operation_id	DateTime, string	the configured clock at the call, and the operation's identifier

A denial carries a reason. A call that raised, for a bad option, a configuration that never booted, or an adapter that raised, carries verdict: nil, reason: nil, and the exception, and the port reraises after it publishes.
Change
The seam publishes it inside the write's transaction, so a consumer that writes to the same repository joins that transaction. Only a change to a column the schema declares with fact/2 or relationship/1 makes an event. The old value is the row the caller loaded, and the library takes no lock to make it current. Measurements are empty.
	Field	Type	Meaning
	operation	:create, :update, or :delete	what the write did
	kind	:user, :group, :role, or :entity	what audited/1 declared on the schema
	target	{type, id}	the row that changed
	changes	map of field to {old, new}	the declared columns that changed
	actor, actor_kind	{kind, id}, atom	the subject whose decision allowed the write, or the library under an exemption
	decision_id	string or nil	the decision the write ran under, nil under an exemption
	time, operation_id	DateTime, string	the configured clock at the write, and the operation's identifier
	schema	module	the Ecto schema

A bulk write and an upsert on an audited schema raise instead of publishing. The Mediate.Repo moduledoc has the reasons.
Access
The seam publishes it once per mediated read, after the read returns, at the one site every query verb passes through. An exempt read, a read through the owner-role repo, and a raw query publish nothing. The one measurement is count.
	Field	Type	Meaning
	object_type	atom	the protected schema's object type
	schema, repo	module, module	the Ecto schema and the repo the call went through
	call	{name, arity}	the repo function
	activity	:query or :read	:query for all, all_by, stream, and aggregate, and :read for the rest
	ids	list	the primary keys of the root structs the read returned, in order
	count	integer	the length of ids
	shape	:rows, :value, or :stream	:value for a scalar, boolean, map, or tuple
	subject, subject_kind	{kind, id}, atom	from the decision the read ran under
	decision_id	string	the decision's id
	time, operation_id	DateTime, string	the configured clock after the read, and the operation's identifier

A stream publishes once, when the seam builds it, with shape: :stream and ids: []. The rows it yields get no event. A value-shaped result carries ids: []. The event names the root schema the decision was for, and a joined schema appears nowhere in it.
Policy version
Each adapter publishes one event when it deploys a version. The metadata is %{version: %Mediate.PolicyVersion{}}, and the struct's moduledoc has the fields.
	Field	Type	Meaning
	adapter	module	the adapter that deployed it
	version	string	the commit, migration number, or model id, as the adapter's README says
	content_hash	string	a hash of the policy text
	content	string or nil	the policy text, where it is under caps[:policy_content_bytes]
	pointer	string or nil	where the text lives, where it is over the cap
	author, approval	string	who wrote it, and what approved it
	at	DateTime	the configured clock at deployment

What a consumer must not expect
	No payload carries an OCSF class, category, or severity identifier. Those belong to the consumer. Example.Infrastructure.Siem shows one mapping.
	No payload carries a value the rule read from the world. A decision says the question and the answer, never the subject's employment or the object's visibility.
	No event says a consumer stored it, a handler stayed attached, the write committed, or the old value was current.
	A policy version over the cap carries a pointer and no text.



  

    The example

What does the example domain protect, and which scenarios prove it? For someone reading or extending the example.
The domain
A code host holds repositories. An enterprise owns projects and teams, a project holds repositories, and one team of the enterprise owns each repository. A repository carries a visibility: the labels that say what the code is, and the restrictions that say who cannot read it. A membership in the project, or a role in the owning team, is an account's access path to the repository. An admin of the owning team can change the visibility, and a different reviewer approves the change. The example models four restrictions, one per shape of subject test.
	Restriction	Shown as	Test on the subject
	employees_only	EMPLOYEE ONLY	employment is employee
	export_controlled	EXPORT	country matches the owning enterprise's
	invite_only	INVITE ONLY	the subject is on the visibility's invited list, a per-object grant
	releasable_to	REGIONS	country is in the visibility's country list

EXPORT and REGIONS both read a country, and they ask two questions. EXPORT bars every subject whose country differs from the enterprise's. REGIONS requires the subject's country to be in a list the visibility carries. A subject passes both or the repository denies the read.
A directory is one part of a repository with a visibility of its own, and a repository's visibility is its rollup, the visibility under which a subject can read every directory. A checkout returns the repository without the directories the subject cannot read. Directory declares its own object type and is not a carried relation of Repository, so the checkout is one repository decision, one directory scope, and a preload under the directory decision. Scope fidelity then holds at directory level. Example and the moduledocs under it have the schemas and the contexts.
The rules
	Rule	Statement
	C1 Access path	read on a Repository requires a Membership in its Project or a TeamRole in its owning Team.
	C2 Restrictions, all of	Every Restriction on the effective visibility is a test on the subject, and all must pass.
	C3 Sensitive labels	A sensitive Label adds its implied Restrictions. The effective restrictions are the union of the declared and the implied. The domain copies nothing.
	C4 Rollup	A Repository's rollup admits no subject that a Directory of it denies. Its Labels and Restrictions are the union of the Directories' own. Its REGIONS country list is the intersection of the lists of the Directories that carry that restriction. So no rollup releases a country one Directory withholds. A change to a Directory's visibility recomputes the rollup in one transaction, and the domain refuses a rollup that admits a subject a Directory denies. A scenario tests this at write time.
	C5 Embargo	After the embargo lifts, C2 to C4 no longer apply. C1 still applies. The current time is an environment fact the port supplies.
	C6 Invite is a direct grant	invite_only membership is per Repository per User and combines with nothing. It never overrides C1.
	C7 Visibility gates	To change a visibility, to set an embargo, or to lift one, a subject must hold an admin role in the owning Team.
	C8 Re-authentication	A C7 operation also requires a session that re-authenticated within the configured window.
	C9 Separation of duties	A different reviewer must approve a visibility change that one admin proposes.
	C10 Audited override	A privileged user that holds the override permission can read a Repository outside C1 with a justification. The read succeeds, always emits its own event, and reports to the owning Team. The override is never unconditional.
	C11 Continuous evaluation	Every check evaluates Memberships, invited lists, employment, and country. A change deletes nothing.
	C12 Revocation clock	The system enforces a revoked fact within the configured maximum delay. The test records the measured latency beside the configured maximum, and no test asserts it.
	C13 Scope fidelity	scope returns exactly the rows for which check is true, for Repositories and for Directories.

Each thin application's README says which mechanism enforces each rule under its binding.
The scenarios
Example.Scenarios.Table holds this table as data, and the freeze test in example holds the module to this document row for row. Every row is a test in Example.Scenarios, its name is the sentence, and each of the four thin applications runs it. The Tests column names the rule, or review for the scenario that shows the port's review verb. An asterisk marks a citation outside the baseline.
	Id	Sentence	Group	Controls cited	Tests
	enf-01	A User with a Membership in a Repository's Project reads it	enforcement	AC-3	C1
	enf-02	The Repository denies a User with neither a Membership nor a TeamRole	enforcement	AC-3	C1
	enf-03	A User with a TeamRole in the owning Team reads a Repository of that Team's Project without a Membership	enforcement	AC-3	C1
	enf-04	An EMPLOYEE ONLY Repository denies a contractor with a Membership in its Project	enforcement	AC-3, AC-16*	C2
	enf-05	An EXPORT Repository denies a User whose country is not the owning Enterprise's	enforcement	AC-3	C2
	enf-06	A REGIONS Repository denies a User whose country is outside its list	enforcement	AC-3	C2
	enf-07	An INVITE ONLY Repository admits a User on its invited list and denies a User not on it	enforcement	AC-3	C2, C6
	enf-08	A Repository with two restrictions denies a User who passes only one of them	enforcement	AC-3	C2
	enf-09	A sensitive Label's implied restriction denies a User that the declared restrictions allow	enforcement	AC-3	C3
	enf-10	Any User with an access path reads a Repository with no restrictions	enforcement	AC-3	C2
	enf-11	A User outside the Enterprise's country gets a checkout that omits an EXPORT Directory and returns the rest of the Repository	enforcement	AC-3	C4, C13
	enf-12	The domain refuses at write time a Repository visibility that drops a Directory's restriction	enforcement	AC-3, AC-16*	C4
	enf-13	After the embargo lifts a contractor with a Membership reads an EMPLOYEE ONLY Repository	enforcement	AC-3	C5
	enf-14	Before the embargo lifts, by the port's clock, the same Repository denies the contractor	enforcement	AC-3	C5
	enf-15	A Repository whose embargo lifted still denies a User with no access path	enforcement	AC-3	C5, C1
	enf-16	A place on the invited list without a Membership does not grant the read	enforcement	AC-3	C6
	enf-17	scope does not return a Repository of another Enterprise, and check does not allow it	enforcement	AC-3	C1, C13
	enf-18	The whole Repository denies a User that one Directory releases to and another does not	enforcement	AC-3, AC-16*	C4, C2
	lp-01	A Project member without a TeamRole cannot change a Repository's visibility	least privilege	AC-6, AC-6(1)	C7
	lp-02	An admin of another Team cannot change the visibility	least privilege	AC-6(1)	C7
	lp-03	An admin of the owning Team changes the visibility	least privilege	AC-6(1)	C7
	lp-04	Only an admin sets an embargo date or lifts an embargo	least privilege	AC-6(1)	C7
	lp-05	A Directory's visibility change needs an admin of the Repository's owning Team	least privilege	AC-6(1)	C7, C4
	lp-06	An ordinary account cannot invoke the override	least privilege	AC-6(10)	C10
	lp-07	A privileged account is a separate account, and the same person's ordinary account cannot override	least privilege	AC-6(2)	C10
	lp-08	The access review lists every privileged account and every permission a role holds	least privilege	AC-6(5), AC-2(7)	C7, C10
	sod-01	A different reviewer approves the visibility change an admin proposes	separation of duties	AC-5	C9
	sod-02	The proposer, who is also a reviewer, cannot approve their own proposal	separation of duties	AC-5	C9
	sod-03	A proposal without approval does not change the visibility	separation of duties	AC-5, CM-5	C9
	rev-01	A revoked Membership denies the next check, and the test records the latency and its components and never asserts them	revocation and expiry	AC-2, PS-4, AC-3(8)*	C11, C12
	rev-02	Removal from an INVITE ONLY list denies the next read	revocation and expiry	AC-2, AC-2(1)	C11
	rev-03	A change of employment from employee to contractor denies an EMPLOYEE ONLY read at the next check	revocation and expiry	AC-2, PS-5	C11
	rev-04	A corrected country applies at the next check	revocation and expiry	AC-2, AC-16*	C11
	rev-05	An archived Project revokes every Membership's access path at the next check	revocation and expiry	AC-2, AC-2(3)	C11
	rev-06	A revocation deletes only the fact, the Repository and the Project remain, and the grant and the revoke each emit a change event	revocation and expiry	AC-2(4)	C11
	rvw-01	The access review lists who can read what today, per Enterprise	access review	AC-2, AC-6(7)	review
	ia-01	An admin whose session re-authenticated within the window changes a visibility	re-authentication	IA-11	C8
	ia-02	An admin whose session is older than the window cannot change a visibility until re-authentication	re-authentication	IA-11	C8
	ia-03	The port refuses a visibility change that has no re-authentication fact	re-authentication	IA-11	C8
	ovr-01	A privileged user with the override permission reads outside C1 with a justification, and the read emits an event and reports to the owning Team	emergency override	AC-6(9), AU-6	C10
	ovr-02	The override refuses a call without a justification	emergency override	AC-6(9)	C10
	ovr-03	The override never reaches C7, and a privileged user cannot change a visibility through it	emergency override	AC-6(9), AC-6(1)	C10, C7

What the example decided
	The directory is its own object type. A carried relation of the repository was the alternative. Then the repository's decision would cover every directory, and a checkout could not filter them.
	The rollup is kept at write time. Computing it at read time was the alternative. A stored rollup is one row the read policy of every adapter tests, and a write that would widen it fails in the transaction that tried.
	The override is a declared exemption with permission, justification, event, and report in the example's code. A rule in the adapter was the alternative. No adapter should carry a path around its own rule, and the exemption records who took it.
	Re-authentication is an environment fact. A session table the adapters read was the alternative. The identity layer owns the session, and the port stamps the fact on the call.



  

    Writing

How does a document earn its place, and how is it written? For anyone who changes a document, a moduledoc, a doc, or a comment.
Before you write
Name the question the document answers and the reader who asks it. Put both in one italic sentence on the document's third line. If an existing document answers the question, edit that document and write no new one.
Where a fact lives
A document points at a fact's source of truth and copies nothing from it.
	Kind of fact	Source of truth	What a document does
	An API, an option, a callback	the @moduledoc, the @doc, the NimbleOptions docs	names the module and links to it
	A version pin	flake.nix, mix.exs, mix.lock	names the file and copies no number
	A command the build runs	the mix alias in mix.exs	names the alias
	Why a line is the way it is	a comment at the line	says nothing
	Why the shape is the way it is	docs/design.md, with the alternative it rejected	cites the heading
	A rule for a person	CONTRIBUTING.md	cites the heading
	A frozen list	the document a test parses	changes the list and the test in one commit
	A number a test asserts	the test	names the test
	A number no test asserts	nowhere	deletes it

Delete when
The first rule that matches decides.
	The sentence repeats another document.
	A reader derives the sentence from the code in one glance.
	The sentence describes a state that no longer exists.
	The sentence addresses nobody.
	The sentence is a why with no alternative beside it.

Sentences
The rules are ASD-STE100's, as this repository holds to them.
	One instruction per sentence.
	Present tense.
	Active voice.
	The same word for the same thing.
	No filler word.
	No exclamation mark and no em dash.
	Define a term on first use, or do not use it.
	A comment says why, never what.

The gate
Run this over every document you changed. It must print exit=1. This file is the one exception, because it lists the words.
grep -rniE "\b(simply|just|obviously|easy|easily|of course|basically|note that|in order to)\b|!|—" <files>; echo "exit=$?"
The commit message
A commit that changes a document says these five things, in this order.
	The question the document answers.
	The reader who asks it.
	Each fact the commit moved, and the source of truth it moved to.
	Each sentence the commit deleted, and the rule above that deleted it.
	The gate command and its output.



  

    
Mediate 
    



      
The port: the one place an application asks whether a subject can perform
an operation on an object. It is also the contract every adapter
implements. The words are NIST SP 800-162's: subject, object, operation,
and environment.
	authorize/4 when the call reaches the repo: it answers the decision
the seam accepts under mediate:.
	check/4 when a branch needs a yes or no and reaches no repo.
	scope/4 when a query covers a whole type: it answers a dynamic the
query carries, which can only narrow, and a decision whose object id is
nil.
	review/5 when a reviewer asks who can do what today: one scope per
subject under the reviewer's operation id, with nil ids alike.

This module is the top-layer boundary. Everything under Mediate that is
not Mediate.Test belongs to it. It can reach Ecto and NimbleOptions.
It reaches nothing from ecto_sql or postgrex, because the port decides
and does not query.

      


      
        Summary


  
    Types
  


    
      
        environment()

      


        Under what conditions the subject asks: the facts only the caller knows,
by name, with now from the configured clock beside them. The port
stamps now, so a decider reads the moment of the request from the
environment rather than from a clock of its own.



    


    
      
        object()

      


        What the subject asks about: an object type and an id. A decision over a
whole type, which scope/4 makes, carries nil for the id.



    


    
      
        subject()

      


        Who asks: a kind and an account id. The kind travels with every decision
record. The port refuses a kind it does not know.



    


    
      
        subject_kind()

      


        A person, software that acts alone, or a person who can change the system.



    





  
    Functions
  


    
      
        authorize(subject, operation, object, opts \\ [])

      


        Decide for one object: the decision to hand the seam, or why not.



    


    
      
        check(subject, operation, object, opts \\ [])

      


        The verdict alone for one object.



    


    
      
        review(reviewer, subjects, operation, object_type, opts \\ [])

      


        The review a reviewer asks: a rule and a decision per subject over an object type.



    


    
      
        scope(subject, operation, object_type, opts \\ [])

      


        The rule a row must satisfy and the decision the query carries.



    





      


      
        Types


        


  
    
      
    
    
      environment()



        
          
        

    

  


  

      

          @type environment() :: %{:now => DateTime.t(), optional(atom()) => term()}


      


Under what conditions the subject asks: the facts only the caller knows,
by name, with now from the configured clock beside them. The port
stamps now, so a decider reads the moment of the request from the
environment rather than from a clock of its own.

  



  
    
      
    
    
      object()



        
          
        

    

  


  

      

          @type object() :: {atom(), Mediate.Id.t() | nil}


      


What the subject asks about: an object type and an id. A decision over a
whole type, which scope/4 makes, carries nil for the id.

  



  
    
      
    
    
      subject()



        
          
        

    

  


  

      

          @type subject() :: {subject_kind(), Mediate.Id.t()}


      


Who asks: a kind and an account id. The kind travels with every decision
record. The port refuses a kind it does not know.

  



  
    
      
    
    
      subject_kind()



        
          
        

    

  


  

      

          @type subject_kind() :: :user | :non_person_entity | :privileged


      


A person, software that acts alone, or a person who can change the system.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      authorize(subject, operation, object, opts \\ [])



        
          
        

    

  


  

      

          @spec authorize(subject(), atom(), object(), Mediate.Port.options()) ::
  {:ok, Mediate.Decision.t()} | {:error, Mediate.Error.t()}


      


Decide for one object: the decision to hand the seam, or why not.

  



    

  
    
      
    
    
      check(subject, operation, object, opts \\ [])



        
          
        

    

  


  

      

          @spec check(subject(), atom(), object(), Mediate.Port.options()) :: boolean()


      


The verdict alone for one object.

  



    

  
    
      
    
    
      review(reviewer, subjects, operation, object_type, opts \\ [])



        
          
        

    

  


  

      

          @spec review(subject(), [subject()], atom(), atom(), Mediate.Port.options()) ::
  Mediate.Port.reviewed()


      


The review a reviewer asks: a rule and a decision per subject over an object type.

  



    

  
    
      
    
    
      scope(subject, operation, object_type, opts \\ [])



        
          
        

    

  


  

      

          @spec scope(subject(), atom(), atom(), Mediate.Port.options()) ::
  {Ecto.Query.dynamic_expr(), Mediate.Decision.t()}


      


The rule a row must satisfy and the decision the query carries.

  


        

      


  

    
Mediate.Access 
    



      
The access event: one telemetry event for each mediated read of a
protected schema. The seam publishes it after the read returns, at the
one site every query function passes through. So it covers get, one,
all, exists?, aggregate, stream, preload, and reload alike.
Only a read that carried a decision publishes. An exempt read, a read
through the owner-role repo, and a raw query publish nothing.
Events under "Access" has the payload. The one measurement
is count. The library publishes the event and stores nothing.

      


      
        Summary


  
    Types
  


    
      
        shape()

      


        What the read answered with: rows of the schema, one value, or a stream not yet run.



    





  
    Functions
  


    
      
        event()

      


        The telemetry event an access publishes, which is what a consumer attaches to.



    


    
      
        publish(repo, schema, call, result, decision, at)

      


        Publish one access: the read's result under the decision it ran under, at the moment given.



    





      


      
        Types


        


  
    
      
    
    
      shape()



        
          
        

    

  


  

      

          @type shape() :: :rows | :value | :stream


      


What the read answered with: rows of the schema, one value, or a stream not yet run.

  


        

      

      
        Functions


        


  
    
      
    
    
      event()



        
          
        

    

  


  

      

          @spec event() :: [atom()]


      


The telemetry event an access publishes, which is what a consumer attaches to.

  



  
    
      
    
    
      publish(repo, schema, call, result, decision, at)



        
          
        

    

  


  

      

          @spec publish(
  module(),
  module(),
  {atom(), non_neg_integer()},
  term(),
  Mediate.Decision.t(),
  DateTime.t()
) :: :ok


      


Publish one access: the read's result under the decision it ran under, at the moment given.

  


        

      


  

    
Mediate.Adapter behaviour
    



      
The contract every adapter implements. The port calls each callback with
a subject, an operation, an object or an object type, the environment,
and the adapter's validated options. The adapter answers and never raises
on the request path. around_query/3, options_schema/0, and settle/0
are optional. The port and the seam check at runtime whether the adapter
exports them, so one build serves every adapter. What produced an answer
travels on the answer's meta, where the adapter can say.
Two declarations hold for an adapter in any domain. scope_cap/0 is the
cap on the number of objects scope can return, or :none where the
rule is a query the database runs. settle/0 says whether the adapter
has state of its own to settle. An adapter that reads the application's
own tables has none.
An adapter is domain-free. It names no schema and no rule of the
application, and the coverage test each adapter package carries holds it
to that.

      


      
        Summary


  
    Types
  


    
      
        failure()

      


        What a callback returns when it cannot answer.



    


    
      
        options()

      


        The options the port hands the adapter, unchanged.



    


    
      
        scoped()

      


        What scope/5 answers: the rule as a dynamic, and the answer that goes with it.



    





  
    Callbacks
  


    
      
        around_query(arg1, t, function)

      


        Wrap a mediated call. The arguments are the query or changeset, the
decision in force, and the zero-arity function that runs the call. An
adapter that needs session state at execution, such as row-level security
settings, sets it here and then calls the function. Every other adapter
leaves this undefined, and the seam calls the function directly.



    


    
      
        decide(subject, atom, object, environment, options)

      


        Decide for one object. The port records it, whether the caller asked authorize or check.



    


    
      
        options_schema()

      


        The schema for the adapter's entry in Mediate.Config. When absent, the entry must be the bare module.



    


    
      
        scope(subject, atom, atom, environment, options)

      


        The rule that narrows a query over an object type to what the subject can see.



    


    
      
        scope_cap()

      


        The cap on objects scope can return, or :none.



    


    
      
        settle()

      


        Bring the state the adapter keeps of its own into step with the
application's tables. Answer :ok when nothing is outstanding. Answer
:none for an adapter that keeps no state, which is what an adapter that
leaves this callback undefined says. A caller that has written facts and
is about to ask about them settles first. Mediate.Test.settle/0 is that
caller in the suite.



    





      


      
        Types


        


  
    
      
    
    
      failure()



        
          
        

    

  


  

      

          @type failure() :: {:error, Mediate.Error.t()}


      


What a callback returns when it cannot answer.

  



  
    
      
    
    
      options()



        
          
        

    

  


  

      

          @type options() :: keyword()


      


The options the port hands the adapter, unchanged.

  



  
    
      
    
    
      scoped()



        
          
        

    

  


  

      

          @type scoped() :: {Ecto.Query.dynamic_expr(), Mediate.Answer.t()}


      


What scope/5 answers: the rule as a dynamic, and the answer that goes with it.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      around_query(arg1, t, function)


        (optional)


        
          
        

    

  


  

      

          @callback around_query(
  Ecto.Query.t() | Ecto.Changeset.t(),
  Mediate.Decision.t(),
  (-> term())
) :: term()


      


Wrap a mediated call. The arguments are the query or changeset, the
decision in force, and the zero-arity function that runs the call. An
adapter that needs session state at execution, such as row-level security
settings, sets it here and then calls the function. Every other adapter
leaves this undefined, and the seam calls the function directly.

  



  
    
      
    
    
      decide(subject, atom, object, environment, options)



        
          
        

    

  


  

      

          @callback decide(
  Mediate.subject(),
  atom(),
  Mediate.object(),
  Mediate.environment(),
  options()
) ::
  {:ok, Mediate.Answer.t()} | failure()


      


Decide for one object. The port records it, whether the caller asked authorize or check.

  



  
    
      
    
    
      options_schema()


        (optional)


        
          
        

    

  


  

      

          @callback options_schema() :: NimbleOptions.t()


      


The schema for the adapter's entry in Mediate.Config. When absent, the entry must be the bare module.

  



  
    
      
    
    
      scope(subject, atom, atom, environment, options)



        
          
        

    

  


  

      

          @callback scope(Mediate.subject(), atom(), atom(), Mediate.environment(), options()) ::
  {:ok, scoped()} | failure()


      


The rule that narrows a query over an object type to what the subject can see.

  



  
    
      
    
    
      scope_cap()



        
          
        

    

  


  

      

          @callback scope_cap() :: pos_integer() | :none


      


The cap on objects scope can return, or :none.

  



  
    
      
    
    
      settle()


        (optional)


        
          
        

    

  


  

      

          @callback settle() :: :ok | :none | {:error, Mediate.Error.t()}


      


Bring the state the adapter keeps of its own into step with the
application's tables. Answer :ok when nothing is outstanding. Answer
:none for an adapter that keeps no state, which is what an adapter that
leaves this callback undefined says. A caller that has written facts and
is about to ask about them settles first. Mediate.Test.settle/0 is that
caller in the suite.
A caller settles in place of a wait. An application in production has a
process that brings the same state into step on its own interval. Nothing
on the request path calls this.

  


        

      


  

    
Mediate.Answer 
    



      
What a decider answers for one subject, operation, and object. It holds
the verdict, the reason in one word, the version of the rules that gave
it, and meta.
meta belongs to the decider. What only one decider can say travels
there, so the reason stays a word every decider shares. A decider that
sets one of these keys gives it this value:
	Key	Value
	:rule	The rule, clause, policy, or relation the verdict came from
	:matched	The rules, clauses, or path an explanation lists
	:detail	The engine's own text, where the reason is :engine_unreachable
	:kind	The subject kind the port does not know


      


      
        Summary


  
    Types
  


    
      
        reason()

      


        Why the verdict is what it is, in a form a record carries without an attribute value.



    


    
      
        t()

      


        One answer: the verdict, why, the policy version that decided, and whatever the adapter puts in meta.



    


    
      
        verdict()

      


        What the rule said about the request.



    





  
    Functions
  


    
      
        reasons()

      


        The reasons, in the order the type lists them.



    





      


      
        Types


        


  
    
      
    
    
      reason()



        
          
        

    

  


  

      

          @type reason() ::
  :allowed
  | :deny_by_default
  | :rule_denied
  | :engine_unreachable
  | :missing_fact
  | :unknown_operation
  | :unknown_subject_kind


      


Why the verdict is what it is, in a form a record carries without an attribute value.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Mediate.Answer{
  meta: map(),
  reason: reason(),
  verdict: verdict(),
  version: String.t() | nil
}


      


One answer: the verdict, why, the policy version that decided, and whatever the adapter puts in meta.

  



  
    
      
    
    
      verdict()



        
          
        

    

  


  

      

          @type verdict() :: :allow | :deny


      


What the rule said about the request.

  


        

      

      
        Functions


        


  
    
      
    
    
      reasons()



        
          
        

    

  


  

      

          @spec reasons() :: [reason()]


      


The reasons, in the order the type lists them.

  


        

      


  

    
Mediate.Change 
    



      
The change event: one telemetry event for each single-row write to an
audited schema. The seam computes it from the write itself and publishes
it inside the write's transaction. So a consumer that writes to the same
repository from its handler joins that transaction.
Events under "Change" has the payload. The value before a
change is the row the caller loaded. A change a second writer made between
the load and the write is not in the event. The library publishes the
event and stores nothing. What an attached handler does with it is the
handler's own business.

      


      
        Summary


  
    Types
  


    
      
        operation()

      


        What the write did to the row.



    


    
      
        stamp()

      


        What every event of one operation shares: who asked, under which decision, the identifier, and the moment.



    





  
    Functions
  


    
      
        event()

      


        The telemetry event a change publishes, which is what a consumer attaches to.



    


    
      
        library()

      


        The actor of a change no decision named, which is the library itself: a
non-person entity with the nil identifier. A write through the seam under
an exemption carries this.



    


    
      
        publish(schema, operation, old, new, stamp)

      


        Publish one change. The row before an insert and the row after a delete are nil.



    





      


      
        Types


        


  
    
      
    
    
      operation()



        
          
        

    

  


  

      

          @type operation() :: :create | :update | :delete


      


What the write did to the row.

  



  
    
      
    
    
      stamp()



        
          
        

    

  


  

      

          @type stamp() :: %{
  by: Mediate.subject(),
  decision_id: Mediate.Id.t() | nil,
  operation_id: Mediate.Id.t(),
  at: DateTime.t()
}


      


What every event of one operation shares: who asked, under which decision, the identifier, and the moment.

  


        

      

      
        Functions


        


  
    
      
    
    
      event()



        
          
        

    

  


  

      

          @spec event() :: [atom()]


      


The telemetry event a change publishes, which is what a consumer attaches to.

  



  
    
      
    
    
      library()



        
          
        

    

  


  

      

          @spec library() :: Mediate.subject()


      


The actor of a change no decision named, which is the library itself: a
non-person entity with the nil identifier. A write through the seam under
an exemption carries this.

  



  
    
      
    
    
      publish(schema, operation, old, new, stamp)



        
          
        

    

  


  

      

          @spec publish(module(), operation(), struct() | nil, struct() | nil, stamp()) :: :ok


      


Publish one change. The row before an insert and the row after a delete are nil.

  


        

      


  

    
Mediate.Config 
    



      
The only runtime configuration the library reads. boot!/1 validates it
once at boot from a NimbleOptions schema and stores it. The adapter is
a module or a {module, keyword} pair, and a bare module means [],
which the adapter's options_schema/0 still validates. The port and the
seam call resolve/0. It answers the boot struct under the overrides
Mediate.Test.with_config/1 put in the process dictionary. It takes the
first non-empty override, from the caller and then from each process in
its $callers chain, and merges it over the boot struct field by field.
Fields: * :adapter - Required. The module implementing Mediate.Adapter, bare or with its options.
	:clock (function of arity 0) - A zero-arity function that answers the current time in UTC. &DateTime.utc_now/0 when absent.

	:caps (keyword/0) - The caps on what a record carries by value. The default value is [policy_content_bytes: 65536].
	:policy_content_bytes (pos_integer/0) - Policy text kept by value. The default value is 65536.




      


      
        Summary


  
    Types
  


    
      
        adapter()

      


        The adapter module, with its own options beside it when it takes any.



    


    
      
        caps()

      


        The size above which a policy version carries a pointer rather than the text.



    


    
      
        clock()

      


        What the port calls for now. A test gives one that does not move.



    


    
      
        t()

      


        The validated configuration, read once at boot.



    





  
    Functions
  


    
      
        adapter(config)

      


        The adapter module and its options.



    


    
      
        boot!(options)

      


        Validate once at boot and keep the struct for resolve/0.



    


    
      
        new(options)

      


        Validate a keyword list into the struct.



    


    
      
        new!(options)

      


        new/1, and it raises the error.



    


    
      
        resolve()

      


        The boot struct under this process's overrides, or an error when neither exists.



    


    
      
        to_keyword(config)

      


        The struct as the keyword list new/1 accepts.



    





      


      
        Types


        


  
    
      
    
    
      adapter()



        
          
        

    

  


  

      

          @type adapter() :: module() | {module(), keyword()}


      


The adapter module, with its own options beside it when it takes any.

  



  
    
      
    
    
      caps()



        
          
        

    

  


  

      

          @type caps() :: [{:policy_content_bytes, pos_integer()}]


      


The size above which a policy version carries a pointer rather than the text.

  



  
    
      
    
    
      clock()



        
          
        

    

  


  

      

          @type clock() :: (-> DateTime.t())


      


What the port calls for now. A test gives one that does not move.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Mediate.Config{adapter: adapter(), caps: caps(), clock: clock()}


      


The validated configuration, read once at boot.

  


        

      

      
        Functions


        


  
    
      
    
    
      adapter(config)



        
          
        

    

  


  

      

          @spec adapter(t()) :: {module(), keyword()}


      


The adapter module and its options.

  



  
    
      
    
    
      boot!(options)



        
          
        

    

  


  

      

          @spec boot!(keyword()) :: t()


      


Validate once at boot and keep the struct for resolve/0.

  



  
    
      
    
    
      new(options)



        
          
        

    

  


  

      

          @spec new(keyword()) :: {:ok, t()} | {:error, Mediate.Error.t()}


      


Validate a keyword list into the struct.

  



  
    
      
    
    
      new!(options)



        
          
        

    

  


  

      

          @spec new!(keyword()) :: t()


      


new/1, and it raises the error.

  



  
    
      
    
    
      resolve()



        
          
        

    

  


  

      

          @spec resolve() :: {:ok, t()} | {:error, Mediate.Error.t()}


      


The boot struct under this process's overrides, or an error when neither exists.

  



  
    
      
    
    
      to_keyword(config)



        
          
        

    

  


  

      

          @spec to_keyword(t()) :: keyword()


      


The struct as the keyword list new/1 accepts.

  


        

      


  

    
Mediate.Decision 
    



      
The stamped answer: what the port said, when, from what state, under which rules. It is the value the seam accepts under mediate:.

      


      
        Summary


  
    Types
  


    
      
        t()

      


        policy_version is nil where the adapter names no version for the answer.



    


    
      
        verdict()

      


        :scoped is the verdict of a scope decision, whose rule narrows rather than allows.



    





  
    Functions
  


    
      
        verdicts()

      


        The three verdicts.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Mediate.Decision{
  adapter: module(),
  at: DateTime.t(),
  id: Mediate.Id.t(),
  object: Mediate.object(),
  operation: atom(),
  operation_id: Mediate.Id.t(),
  policy_version: Mediate.PolicyVersion.ref() | nil,
  reason: Mediate.Answer.reason(),
  subject: Mediate.subject(),
  verdict: verdict()
}


      


policy_version is nil where the adapter names no version for the answer.

  



  
    
      
    
    
      verdict()



        
          
        

    

  


  

      

          @type verdict() :: :allow | :deny | :scoped


      


:scoped is the verdict of a scope decision, whose rule narrows rather than allows.

  


        

      

      
        Functions


        


  
    
      
    
    
      verdicts()



        
          
        

    

  


  

      

          @spec verdicts() :: [verdict()]


      


The three verdicts.

  


        

      


  

    
Mediate.Exemption 
    



      
A named, logged opt-out from mediation, per call. :declared carries the
caller's reason. :library marks the seam's own writes, and the seam
accepts it only from a Mediate.* module.

      


      
        Summary


  
    Types
  


    
      
        kind()

      


        Who declared the opt-out: the caller, or the seam itself.



    


    
      
        t()

      


        on is the root source: a schema module, a table name, or nil for raw SQL.



    





      


      
        Types


        


  
    
      
    
    
      kind()



        
          
        

    

  


  

      

          @type kind() :: :declared | :library


      


Who declared the opt-out: the caller, or the seam itself.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Mediate.Exemption{
  caller: module() | :any,
  kind: kind(),
  on: module() | String.t() | nil,
  reason: String.t()
}


      


on is the root source: a schema module, a table name, or nil for raw SQL.

  


        

      


  

    
Mediate.Id 
    



      
An identifier: a UUID string, the shape every subject, object, decision, and operation id has.

      


      
        Summary


  
    Types
  


    
      
        t()

      


        A UUID in its canonical string form.



    





  
    Functions
  


    
      
        new()

      


        A fresh identifier.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: String.t()


      


A UUID in its canonical string form.

  


        

      

      
        Functions


        


  
    
      
    
    
      new()



        
          
        

    

  


  

      

          @spec new() :: t()


      


A fresh identifier.

  


        

      


  

    
Mediate.PolicyVersion 
    



      
One published version of an adapter's rules. content holds the text by
value when it is under the configured cap. Otherwise pointer names where
the text lives. A decision record carries only the version identifier.

      


      
        Summary


  
    Types
  


    
      
        ref()

      


        The version identifier a decision record carries: a commit, a migration number, or a model id.



    


    
      
        t()

      


        One published version, as the policy-version event carries it.



    





      


      
        Types


        


  
    
      
    
    
      ref()



        
          
        

    

  


  

      

          @type ref() :: String.t()


      


The version identifier a decision record carries: a commit, a migration number, or a model id.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Mediate.PolicyVersion{
  adapter: module(),
  approval: String.t(),
  at: DateTime.t(),
  author: String.t(),
  content: String.t() | nil,
  content_hash: String.t(),
  pointer: String.t() | nil,
  version: ref()
}


      


One published version, as the policy-version event carries it.

  


        

      


  

    
Mediate.Port 
    



      
The mechanism behind the functions of Mediate. It resolves the
configuration and builds the environment from the caller's map and the
clock. It asks the adapter. It fails closed on an engine error or on an
exception the decider raised. It stamps a Mediate.Decision and
publishes it.
Every decision publishes one [:mediate, :decision] event.
Events under "Decision" has the payload. A decision is a
read, so it has no transaction. The one measurement is duration, in
microseconds.
The port denies a subject whose kind it does not know before it asks the
adapter. The event of that denial says :unknown as the kind.

      


      
        Summary


  
    Types
  


    
      
        options()

      


        The options every port function takes.



    


    
      
        reviewed()

      


        A review's answer per subject: the rule over the object type and the decision it runs under.



    





  
    Functions
  


    
      
        authorize(subject, operation, object, opts)

      


        Decide for one object. The decision is the record and the value the seam takes.



    


    
      
        check(subject, operation, object, opts)

      


        Decide for one object and answer the verdict alone.



    


    
      
        event()

      


        The telemetry event each decision publishes, which is what a consumer attaches to.



    


    
      
        options_schema()

      


        The schema of the options.



    


    
      
        review(reviewer, subjects, operation, object_type, opts)

      


        Who can do what: scope per subject over an object type, under one
operation id. Each subject's decision is its own record. A query the
reviewer runs under that decision enters the log under that subject. The
reviewer's own decision over the type is the record of the review.



    


    
      
        scope(subject, operation, object_type, opts)

      


        The rule a row of the object type must satisfy, with the decision the
query carries. Under a denied precondition or an unreachable engine the
rule is one no row satisfies and the verdict is :deny.



    


    
      
        subject_kinds()

      


        The three subject kinds the port knows.



    





      


      
        Types


        


  
    
      
    
    
      options()



        
          
        

    

  


  

      

          @type options() :: [env: %{required(atom()) => term()}, operation_id: Mediate.Id.t()]


      


The options every port function takes.

  



  
    
      
    
    
      reviewed()



        
          
        

    

  


  

      

          @type reviewed() :: %{
  required(Mediate.subject()) =>
    {Ecto.Query.dynamic_expr(), Mediate.Decision.t()}
}


      


A review's answer per subject: the rule over the object type and the decision it runs under.

  


        

      

      
        Functions


        


  
    
      
    
    
      authorize(subject, operation, object, opts)



        
          
        

    

  


  

      

          @spec authorize(Mediate.subject(), atom(), Mediate.object(), options()) ::
  {:ok, Mediate.Decision.t()} | {:error, Mediate.Error.t()}


      


Decide for one object. The decision is the record and the value the seam takes.

  



  
    
      
    
    
      check(subject, operation, object, opts)



        
          
        

    

  


  

      

          @spec check(Mediate.subject(), atom(), Mediate.object(), options()) :: boolean()


      


Decide for one object and answer the verdict alone.

  



  
    
      
    
    
      event()



        
          
        

    

  


  

      

          @spec event() :: [atom()]


      


The telemetry event each decision publishes, which is what a consumer attaches to.

  



  
    
      
    
    
      options_schema()



        
          
        

    

  


  

      

          @spec options_schema() :: NimbleOptions.t()


      


The schema of the options.

  



  
    
      
    
    
      review(reviewer, subjects, operation, object_type, opts)



        
          
        

    

  


  

      

          @spec review(Mediate.subject(), [Mediate.subject()], atom(), atom(), options()) ::
  reviewed()


      


Who can do what: scope per subject over an object type, under one
operation id. Each subject's decision is its own record. A query the
reviewer runs under that decision enters the log under that subject. The
reviewer's own decision over the type is the record of the review.

  



  
    
      
    
    
      scope(subject, operation, object_type, opts)



        
          
        

    

  


  

      

          @spec scope(Mediate.subject(), atom(), atom(), options()) ::
  {Ecto.Query.dynamic_expr(), Mediate.Decision.t()}


      


The rule a row of the object type must satisfy, with the decision the
query carries. Under a denied precondition or an unreachable engine the
rule is one no row satisfies and the verdict is :deny.

  



  
    
      
    
    
      subject_kinds()



        
          
        

    

  


  

      

          @spec subject_kinds() :: [Mediate.subject_kind()]


      


The three subject kinds the port knows.

  


        

      


  

    
Mediate.Repo 
    



      
The seam. Its purpose is log completeness: no read or write of a
protected schema goes unrecorded, because a call that carries no decision
and no exemption raises before any SQL. It is not a reference monitor. It
sees repo calls and nothing else, and no control asks it for more.
use Mediate.Repo after use Ecto.Repo overrides every function of the
Ecto surface the repo defines, and puts each in one of four buckets:
	query: all, one, get, get_by, reload, aggregate, exists?,
stream, preload, and all_by, with their bang forms. A read of a
protected schema under a decision publishes one access event after it
returns. update_all and delete_all sit here too, and refuse on an
audited schema.

	write: insert, update, delete, insert_or_update, and
insert_all, with their bang forms. A single-row write to an audited
schema publishes one change event inside its transaction.

	raw: query and query_many, with their bang forms. A raw call passes
under an exemption and refuses a decision.

	plumbing: everything else passes.
  defmodule MyApp.Repo do
use Ecto.Repo, otp_app: :my_app, adapter: Ecto.Adapters.Postgres
use Mediate.Repo
  end


The mediate: option
Every query, write, and raw call takes it, in one of three forms:
	a %Mediate.Decision{} from Mediate.authorize/4 or Mediate.scope/4
	{:exempt, reason} with a non-empty reason, a declared exemption the
seam records with the caller
	{:exempt, :library}, which the seam accepts from a Mediate.* caller
alone

The root source of a query decides it. A protected root passes when the
decision names its object type, when the parent's decision carries it
through carries/1, or when the call is exempt. A joined or subquery
source passes the same way, and a source with no schema or no object type
passes without a check. A preload is a query of its own with the
association's schema as root.
A nested association write that Ecto makes on the caller's behalf reuses
the parent's mediation, because Ecto forwards only timeout, log,
telemetry_event, prefix, and allow_stale to it. prepare_query/3
is the extension point: the seam judges every query there, and an
adapter wraps every mediated call through around_query/3.
What refuses
	%Mediate.Error{reason: :unmediated} for a call on a protected schema
with no decision and no exemption.
	%Mediate.Error{reason: :invalid} with :bulk_write in the detail for
update_all, delete_all, and insert_all on an audited schema, with
:upsert for a write with on_conflict: on a fact schema, and with
:mediate for a raw call given a decision.
	%Mediate.Error{} with the denial's own reason, one of
Mediate.Answer.reasons/0, for a deny decision handed to a call.

Options
	role: :app, the application's repo, or :owner, the library's own
channel. Defaults to :app.

An owner-role repo runs migrations and the library's own writes. Every
call on it carries the library exemption, and it records nothing.

      


      
        Summary


  
    Types
  


    
      
        entry()

      


        One function of the surface the repo compiled against: its name, its arity, and its bucket.



    





      


      
        Types


        


  
    
      
    
    
      entry()



        
          
        

    

  


  

      

          @type entry() :: {atom(), non_neg_integer(), :query | :write | :raw | :plumbing}


      


One function of the surface the repo compiled against: its name, its arity, and its bucket.

  


        

      


  

    
Mediate.Schema 
    



      
Declarations on an Ecto schema. They say:
	the object type it protects
	the associations its decision covers
	what kind of thing its rows are
	the fact mapping, column by column

Each macro records its declaration and does nothing else. The seam reads
them back through __mediate__/1.
defmodule Example.Domain.Visibility do
  use Ecto.Schema
  use Mediate.Schema

  object_type(:visibility)
  audited(:entity)
  fact(:labels, kind: :object_attribute, object: :repository_id, element: :label)
  fact(:restrictions, kind: :object_attribute, object: :repository_id, element: :restriction)
  fact(:releasable_to, kind: :object_attribute, object: :repository_id, element: :country)
  fact(:invited, kind: :relationship, object: :repository_id, element: :user)
end
A schema that declares an object type is protected: the seam refuses to
read or write it without a decision. A schema that declares
carries/1 names the associations the root's decision covers. A grant
row declares relationship/1 with its subject and object columns.
__mediate__/1 answers each declaration:
	:object_type, the declared type or nil
	:carries, the carried association names
	:kind, the kind audited/1 declared or nil
	:facts, the Mediate.Schema.Fact records in declaration order
	:relationship, the Mediate.Schema.Relationship or nil

This file defines every structure it needs, so a schema's compile-time
dependency on it reaches nothing else.

      


      
        Summary


  
    Functions
  


    
      
        audited(kind)

      


        Declare what kind of thing a row of this schema is, which is what makes its writes audited. An audited schema need not declare an object type, and then the seam records its writes and passes them without a decision.



    


    
      
        audited?(module)

      


        Whether the seam audits a module's writes, which is whether it declares what kind of thing its rows are.



    


    
      
        carries(associations)

      


        Declare the associations the parent's decision covers.



    


    
      
        carries_of(module)

      


        The associations a module's decision covers, or [] where it declares none.



    


    
      
        declares?(module)

      


        Whether a module used Mediate.Schema.



    


    
      
        fact(column, options)

      


        Declare one fact column and how it maps to a fact kind.



    


    
      
        fact_columns(module)

      


        The columns a module declares as facts: its fact columns and the columns
of its relationship, each once, in declaration order.



    


    
      
        fact_schema?(module)

      


        Whether a module carries fact declarations: a fact column or a relationship.



    


    
      
        facts_of(module)

      


        The fact columns a module declares, in declaration order, or [] where it declares none.



    


    
      
        id_of(row)

      


        A row's primary key: the value of its one key column, or a map of the columns where it has several.



    


    
      
        kind_of(module)

      


        What kind of thing a module's rows are, or nil for a module that declares none.



    


    
      
        object_type(type)

      


        Declare the object type this schema's rows are, so a query over it needs a decision.



    


    
      
        object_type_of(module)

      


        The object type a module declares, or nil for a module that declares none or is not a schema.



    


    
      
        relationship(options)

      


        Declare that a row of this schema is a relationship grant.



    


    
      
        relationship_of(module)

      


        The relationship a module's rows are, or nil.



    





      


      
        Functions


        


  
    
      
    
    
      audited(kind)


        (macro)


        
          
        

    

  


  

Declare what kind of thing a row of this schema is, which is what makes its writes audited. An audited schema need not declare an object type, and then the seam records its writes and passes them without a decision.

  



  
    
      
    
    
      audited?(module)



        
          
        

    

  


  

      

          @spec audited?(term()) :: boolean()


      


Whether the seam audits a module's writes, which is whether it declares what kind of thing its rows are.

  



  
    
      
    
    
      carries(associations)


        (macro)


        
          
        

    

  


  

Declare the associations the parent's decision covers.

  



  
    
      
    
    
      carries_of(module)



        
          
        

    

  


  

      

          @spec carries_of(term()) :: [atom()]


      


The associations a module's decision covers, or [] where it declares none.

  



  
    
      
    
    
      declares?(module)



        
          
        

    

  


  

      

          @spec declares?(term()) :: boolean()


      


Whether a module used Mediate.Schema.

  



  
    
      
    
    
      fact(column, options)


        (macro)


        
          
        

    

  


  

Declare one fact column and how it maps to a fact kind.

  



  
    
      
    
    
      fact_columns(module)



        
          
        

    

  


  

      

          @spec fact_columns(term()) :: [atom()]


      


The columns a module declares as facts: its fact columns and the columns
of its relationship, each once, in declaration order.

  



  
    
      
    
    
      fact_schema?(module)



        
          
        

    

  


  

      

          @spec fact_schema?(term()) :: boolean()


      


Whether a module carries fact declarations: a fact column or a relationship.

  



  
    
      
    
    
      facts_of(module)



        
          
        

    

  


  

      

          @spec facts_of(term()) :: [Mediate.Schema.Fact.t()]


      


The fact columns a module declares, in declaration order, or [] where it declares none.

  



  
    
      
    
    
      id_of(row)



        
          
        

    

  


  

      

          @spec id_of(struct()) :: term()


      


A row's primary key: the value of its one key column, or a map of the columns where it has several.

  



  
    
      
    
    
      kind_of(module)



        
          
        

    

  


  

      

          @spec kind_of(term()) :: atom() | nil


      


What kind of thing a module's rows are, or nil for a module that declares none.

  



  
    
      
    
    
      object_type(type)


        (macro)


        
          
        

    

  


  

Declare the object type this schema's rows are, so a query over it needs a decision.

  



  
    
      
    
    
      object_type_of(module)



        
          
        

    

  


  

      

          @spec object_type_of(term()) :: atom() | nil


      


The object type a module declares, or nil for a module that declares none or is not a schema.

  



  
    
      
    
    
      relationship(options)


        (macro)


        
          
        

    

  


  

Declare that a row of this schema is a relationship grant.

  



  
    
      
    
    
      relationship_of(module)



        
          
        

    

  


  

      

          @spec relationship_of(term()) :: Mediate.Schema.Relationship.t() | nil


      


The relationship a module's rows are, or nil.

  


        

      


  

    
Mediate.Schema.Fact 
    



      
One declared fact column. It holds the kind, the column that names the
subject, the column that names the object, and the element type of a
set-valued column. Mediate.Schema.fact/2 records it, and the seam reads
it.

      


      
        Summary


  
    Types
  


    
      
        kind()

      


        What the column says: an attribute of the subject, an attribute of the object, or a grant.



    


    
      
        t()

      


        One fact declaration, as Mediate.Schema.fact/2 records it.



    





      


      
        Types


        


  
    
      
    
    
      kind()



        
          
        

    

  


  

      

          @type kind() :: :subject_attribute | :object_attribute | :relationship


      


What the column says: an attribute of the subject, an attribute of the object, or a grant.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Mediate.Schema.Fact{
  column: atom(),
  element: atom() | nil,
  kind: kind(),
  object: atom() | nil,
  subject: atom() | nil
}


      


One fact declaration, as Mediate.Schema.fact/2 records it.

  


        

      


  

    
Mediate.Schema.Relationship 
    



      
A row that is a grant: the subject column, the object column, and the
columns that are attributes of the relationship.
Mediate.Schema.relationship/1 records it.

      


      
        Summary


  
    Types
  


    
      
        t()

      


        One relationship declaration, as Mediate.Schema.relationship/1 records it.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Mediate.Schema.Relationship{
  attributes: [atom()],
  object: atom(),
  subject: atom()
}


      


One relationship declaration, as Mediate.Schema.relationship/1 records it.

  


        

      


  

    
Mediate.Test 
    



      
Helpers every test tier and a third party's adapter suite share:
	the configuration override
	the clock a test sets
	the settle of the configured adapter's own state
	a poll with a deadline in place of a sleep

The core package ships them, so Tier 1 can run outside this repository.

      


      
        Summary


  
    Functions
  


    
      
        accesses(fun)

      


        The access events the current process published while fun ran, in
order, with what fun returned. Only this process's reads count.



    


    
      
        changes(fun)

      


        The change events the current process published while fun ran, in
order, with what fun returned. Only this process's changes count, so
async tests never see one another's.



    


    
      
        poll(fun, timeout \\ 5000)

      


        Calls fun until it returns a truthy value or timeout milliseconds pass.
Returns the truthy value. Raises with the last value on timeout. This is
the one place the suite sleeps.



    


    
      
        poll_interval()

      


        The poll interval, the floor of any measurement poll/2 takes, in milliseconds.



    


    
      
        queries(repo, fun)

      


        The SQL statements the current process ran on repo while fun ran, in
order. They come from the repo's [..., :query] telemetry, without
transaction control. Only this process's queries count, so async tests
never see one another's.



    


    
      
        settle()

      


        Bring the configured adapter's own state into step with the tables and
answer :ok. An adapter that keeps no state of its own has nothing to
settle, and the answer is :none. So a shared scenario can settle after
it writes facts without an adapter's name. A settle that fails raises
what it failed with, because a scenario that cannot settle cannot ask
its question.



    


    
      
        with_config(overrides)

      


        Override configuration fields for the rest of the current process.
Mediate.Config.resolve/0 reads the override from the caller and from
its $callers chain, over the boot struct when one exists.



    


    
      
        with_config(overrides, fun)

      


        Override configuration fields around a function, and restore the previous override after it.



    





      


      
        Functions


        


  
    
      
    
    
      accesses(fun)



        
          
        

    

  


  

      

          @spec accesses((-> term())) :: {term(), [map()]}


      


The access events the current process published while fun ran, in
order, with what fun returned. Only this process's reads count.

  



  
    
      
    
    
      changes(fun)



        
          
        

    

  


  

      

          @spec changes((-> term())) :: {term(), [map()]}


      


The change events the current process published while fun ran, in
order, with what fun returned. Only this process's changes count, so
async tests never see one another's.

  



    

  
    
      
    
    
      poll(fun, timeout \\ 5000)



        
          
        

    

  


  

      

          @spec poll((-> term()), pos_integer()) :: term()


      


Calls fun until it returns a truthy value or timeout milliseconds pass.
Returns the truthy value. Raises with the last value on timeout. This is
the one place the suite sleeps.

  



  
    
      
    
    
      poll_interval()



        
          
        

    

  


  

      

          @spec poll_interval() :: pos_integer()


      


The poll interval, the floor of any measurement poll/2 takes, in milliseconds.

  



  
    
      
    
    
      queries(repo, fun)



        
          
        

    

  


  

      

          @spec queries(module(), (-> term())) :: {term(), [String.t()]}


      


The SQL statements the current process ran on repo while fun ran, in
order. They come from the repo's [..., :query] telemetry, without
transaction control. Only this process's queries count, so async tests
never see one another's.

  



  
    
      
    
    
      settle()



        
          
        

    

  


  

      

          @spec settle() :: :ok | :none


      


Bring the configured adapter's own state into step with the tables and
answer :ok. An adapter that keeps no state of its own has nothing to
settle, and the answer is :none. So a shared scenario can settle after
it writes facts without an adapter's name. A settle that fails raises
what it failed with, because a scenario that cannot settle cannot ask
its question.

  



  
    
      
    
    
      with_config(overrides)



        
          
        

    

  


  

      

          @spec with_config(keyword()) :: :ok


      


Override configuration fields for the rest of the current process.
Mediate.Config.resolve/0 reads the override from the caller and from
its $callers chain, over the boot struct when one exists.

  



  
    
      
    
    
      with_config(overrides, fun)



        
          
        

    

  


  

      

          @spec with_config(keyword(), (-> result)) :: result when result: term()


      


Override configuration fields around a function, and restore the previous override after it.

  


        

      


  

    
Mediate.Test.Clock 
    



      
The clock a test sets. set/1 overrides the configured clock for the rest
of the current process and answers the moment it set. So a test that
needs a fixed time names it once, and every call the port makes reads it.
The configured clock is a zero-arity function, so a test needs no mock
and no behaviour of its own. set/1 installs a closure over the moment.
Mediate.Config.resolve/0 finds it from the test process and from any
process in its $callers chain.

      


      
        Summary


  
    Functions
  


    
      
        set(at)

      


        Set the clock for the rest of the current process, and answer the moment.



    





      


      
        Functions


        


  
    
      
    
    
      set(at)



        
          
        

    

  


  

      

          @spec set(DateTime.t()) :: DateTime.t()


      


Set the clock for the rest of the current process, and answer the moment.

  


        

      


  

    
Mediate.Test.Fake 
    



      
The adapter Tier 1 runs first and the seam's tests bind. Its rules are a
table in an Agent, one per test. A test binds it through the
configuration override as {Mediate.Test.Fake, rules: pid}. An entry
allows one holder one operation on one object or on any object of a
type. A holder is one subject, an account whatever its kind, or any
subject. The fake allows nothing else.
Without a table the fake answers with the verdict option, which is
:deny unless the test says otherwise.
It returns a value of the real type everywhere the real adapters do.
scope returns a real dynamic. A table told to fail/2 answers every
call with the reason :engine_unreachable, so the port's fail-closed
path runs against it.

      


      
        Summary


  
    Types
  


    
      
        entry()

      


        A holder, an operation, and an object reference whose id can be :any.



    


    
      
        holder()

      


        Who an entry allows: one subject, an account whatever kind asks, or anyone.



    





  
    Functions
  


    
      
        allow(rules, subject, operation, object)

      


        Allow the holder to perform operation on the object reference, whose id can be :any.



    


    
      
        answer(options)

      


        The answer the fake gives with no table bound.



    


    
      
        entries(rules)

      


        The entries, sorted.



    


    
      
        fail(rules, detail)

      


        Make every call fail with the detail. nil makes the calls answer again.



    


    
      
        reset(rules)

      


        Empty the table and clear any failure.



    


    
      
        revoke(rules, subject, operation, object)

      


        Remove one entry.



    


    
      
        start_link()

      


        Starts an empty rule table, unnamed.



    





      


      
        Types


        


  
    
      
    
    
      entry()



        
          
        

    

  


  

      

          @type entry() :: {holder(), atom(), {atom(), Mediate.Id.t() | term() | :any}}


      


A holder, an operation, and an object reference whose id can be :any.

  



  
    
      
    
    
      holder()



        
          
        

    

  


  

      

          @type holder() :: Mediate.subject() | Mediate.Id.t() | :any


      


Who an entry allows: one subject, an account whatever kind asks, or anyone.

  


        

      

      
        Functions


        


  
    
      
    
    
      allow(rules, subject, operation, object)



        
          
        

    

  


  

      

          @spec allow(pid(), holder(), atom(), {atom(), term()}) :: :ok


      


Allow the holder to perform operation on the object reference, whose id can be :any.

  



  
    
      
    
    
      answer(options)



        
          
        

    

  


  

      

          @spec answer(keyword()) :: Mediate.Answer.t()


      


The answer the fake gives with no table bound.

  



  
    
      
    
    
      entries(rules)



        
          
        

    

  


  

      

          @spec entries(pid()) :: [entry()]


      


The entries, sorted.

  



  
    
      
    
    
      fail(rules, detail)



        
          
        

    

  


  

      

          @spec fail(pid(), String.t() | nil) :: :ok


      


Make every call fail with the detail. nil makes the calls answer again.

  



  
    
      
    
    
      reset(rules)



        
          
        

    

  


  

      

          @spec reset(pid()) :: :ok


      


Empty the table and clear any failure.

  



  
    
      
    
    
      revoke(rules, subject, operation, object)



        
          
        

    

  


  

      

          @spec revoke(pid(), holder(), atom(), {atom(), term()}) :: :ok


      


Remove one entry.

  



  
    
      
    
    
      start_link()



        
          
        

    

  


  

      

          @spec start_link() :: Agent.on_start()


      


Starts an empty rule table, unnamed.

  


        

      


  

    
Mediate.Error exception
    



      
The one exception. reason is the word that says why, and detail is the
sentence a reader needs, which is also the message.
A reason an answer carries is a reason an error carries, so an error that
follows a denial names what the answer named. Three reasons belong to the
library and not to a decider:
	:unsupported, for what an adapter or a configuration cannot do
	:invalid, for a value at an edge that did not validate: a bulk write
or an upsert on an audited schema, a raw call given a decision, a bad
option, or a configuration that did not boot
	:unmediated, for a call that reached the seam with no decision and no
exemption


      


      
        Summary


  
    Types
  


    
      
        reason()

      


        Why the call failed. An error never carries :allowed.



    


    
      
        t()

      


        A failed call: why, and a detail that names what failed.



    





  
    Functions
  


    
      
        denied(arg, operation, object, reason, detail \\ nil)

      


        The error a denial makes. It names the reason the answer gave and who
cannot do what. It adds the decider's own text where the answer carried
one.



    


    
      
        invalid(what, detail)

      


        The error a value at an edge makes: what did not validate, and why it did not.



    


    
      
        reasons()

      


        The reasons an error carries: a denial's reasons, and the library's own.



    





      


      
        Types


        


  
    
      
    
    
      reason()



        
          
        

    

  


  

      

          @type reason() :: Mediate.Answer.reason() | :unsupported | :invalid | :unmediated


      


Why the call failed. An error never carries :allowed.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Mediate.Error{
  __exception__: term(),
  detail: String.t(),
  reason: reason()
}


      


A failed call: why, and a detail that names what failed.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      denied(arg, operation, object, reason, detail \\ nil)



        
          
        

    

  


  

      

          @spec denied(
  Mediate.subject(),
  atom(),
  Mediate.object() | atom(),
  reason(),
  String.t() | nil
) :: t()


      


The error a denial makes. It names the reason the answer gave and who
cannot do what. It adds the decider's own text where the answer carried
one.

  



  
    
      
    
    
      invalid(what, detail)



        
          
        

    

  


  

      

          @spec invalid(atom(), String.t()) :: t()


      


The error a value at an edge makes: what did not validate, and why it did not.

  



  
    
      
    
    
      reasons()



        
          
        

    

  


  

      

          @spec reasons() :: [reason()]


      


The reasons an error carries: a denial's reasons, and the library's own.
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